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[TPABUJIA OBPABOTKU ITEPCOHAJIBHBIX JAHHBIX B
MHOOPMAILIMOHHBIX CUCTEMAX ITEPCOHAJIbHBIX JJAHHBIX

r. Camapa, 2025 1.

Mpuxodume! Yyumecs! Pabomatime!



1. O6mne noIoKEeHUsE

1.1. Hacrosmme Ilpapuna paspaGoTaHbl B COOTBETCTBHH C INONOxKeHHAMH @3
"O nepcoHanbHbIX AaHHBX", nocTaHoBNeHus [Ipasutenbctea PO or 6 mroma 2008 r. N 512
"O6 yTBepxaeHAH TpeGoBaHHH K MaTepHaNbHBIM HOCHTENIAM DHOMETPHYECKHMX NEepCOHaNbHEIX
JAHHBIX M TEXHOJOTHSIM XpaHeHHs TAKHX [JaHHBIX BHE MH(QOPMALMOHHEIX CHCTEM
TIepcOHaNbHBIX AaHHbBIX", rocTaHoBneHus IIpaButensctsa PO oT 15 cenTabpa 2008 r. N 687
"O6 yreepxaenud [lomoxenusa 06 ocobeHHOCTAX. OOpalOTKH MEPCOHANBHEIX —JAHHEIX,
ocyllecTBisseMOd  0e3  MCHOJNL30BaHMS  CPEACTB ABTOMATH3AIHH", [IOCTAHORJIEHHA
Ipaputenscrea PO or 1 sHosbps 2012r. N 1119 "O6 yreepxaeHun TpeGoBaHWA K 3allHUTE
IEPCOHANBHEIX ITaHHBIX TpH ux o6paboTke B HHOOPMALHOHHBIX CHCTeMaX [E€PCOHANBHEIX
OaHHbBIX'.

1.2. Hacrosuue [Ipaeuna onpeaenstoT 0COOeHHOCTH 00pabOTKH EPCOHANTBHEIX TAHHBIX
COTPYAHHKOB B HH(pOPMALMOHHBIX CHCTeMax MepcoHanbHeX jJaHHbX OO0 «YueOHbl# UEHTP
[TepcnexTtupa-Camapanr. '

1.3. BesomacHocTh NEPCOHANPHBIX JAHHBIX NpH HX 00paboTke B MHGOPMALHOHHEIX
CHCTEMax IEpCOHANBHLIX JaHHEIX (Janee - MHOOpPMAaLHOHHBIE CHCTEMEI) O0eclednBaeTcs ¢
TOMOILBIO CHCTEMBI 3alIHTEI IEPCOHATBHBIX JaHHBIX, HEHTpPaTU3yIoLel KTy aNbHbIE YTPO3HL

1.4, Tlox axTyanbHBIMH yTpo3amMu 0e30MacHOCTH MNEPCOHANBHBIX NaHHBIX MMOHHMAETCH
COBOKYNHOCTB  YCNOBHHE ¥ (akTopoB,  CO3JAOINHX  aKTYalbHYI OITacHOCTh
HEeCaHKIHOHMPOBaHHOTO AOCTYINA K IepCOHaNbHBIM JaHHEIM (B TOM YKCIIE CIy4alHOro NOCTYyIa,
B TOM YHCJIe KOMIBIOTEPHEIE aTaKH H HHBIE KOMITBIOTEPHBIE MHIMAEHTHI) Npu HX o6paboTke B
HHOOPMALHOHHON CHCTEME, pe3yJbTaTOM KOTOPOrO MOTYT CTaTh YHHYTOXEHHE, H3MEHCHHE,
OnOKHpOBaHHe, KONHPOBAHHE, MpeJ0CTaB/ICHHE, paCI'IpOCTpaHEHHe [IePCOHANBHEIX JaHHEIX, &
TaK)Xe HHBIE HEMTPaBOMEPHBIE IEHCTBHS. :

2. OcobenHocTH 06paGoTKH MepPCOHANbLHBIX IaHHBIX B HH(OPMALHOHHBIX CHCTEMaX

2.1. O6paboTka EPCOHANBHEIX JaHHBIX B HHQOPMALHOHHBIX CHCTEMAX OCYILECTBIIACTCS
nmocie 3aBeplieHHs paboT MO CO3JaHHK CHCTEMB! 3alllHTHl NIEPCOHANBbHBIX AaHHBIX B
HHGOPMALHOHHON cUCTeMe, e¢ NPOBEPKH H OLIEHKH COOTBETCTBHA HHOOPMALMOHHOH CHCTEMEI
NepCOHANBHBIX JaHHEIX TpeboBaHuaM 6e30n1acHOCTH HHPOPMAaLHH.

2.2. be3onacHOCTh MEpPCOHANBHEIX OAaHHEIX NpH HX obpaboTke B HHGOpPMALHOHHOH
cucteme oOecreynBaeT ONEpaTop 3TOH CHCTEMBI, KOTOPhIH 0OpabaThIBaeT IepCOHANBHEIE
[OaHHBIE, HIH JHUO, ocyliecTBisowee 00paboTKy NIEpCOHaNbHBIX O@HHBIX IO IOPYYEHHIO
onepaTopa Ha OCHOBAHHH 3aK/II0YaeMOro ¢ 3THM JIMLIOM JOrOBOpA.

2.3. BesomacHOCTb IEpCOHANBHEIX HAHHBIX NpPH HX 06pafoTke B MH(DOPMAIMOHHEIX
CHCTeMax obecneudBaeTcs C IOMOLIBIO CHCTEMB! 3AUIWTHl IEPCOHANBHBIX  JaHHBIX,
BKIIIOYAIOIIEH OpraHH3alMOHHEIE MEpBl H CpeAcTBa 3aluTel HHbOpMauuu (B TOM YHCIE
mubpoBaNbHEIE (kpunTorpapHuecKue) CpelCTBa, CpeAcTBa NpenoTBpalleHHs
HECAaHKUHOHHPOBAHHOIO  JOCTyNa, YTEYKM MHQOPMALHH [0 TeXHHYECKMM KaHalaM,
IPOrPaMMHO-TEXHHYECKUX BO3NCHCTBHH Ha TeXHHYECKHE cpelcTBa 00paGoTKH NMEpCOHANBHEIX
MaHHBIX), 8 TAKXE HCIONb3yeMble B HHDOPMALIMOHHOM CHCTeME HHQOPMAIIHOHHbIE TEXHONIOTHH.

2.4, CoctaB H cofep)KaHHe Mep 10 3alUTe HH(pOpMauuH B HHOOPMALIHOHHEIX CHCTEMAX
3@BHCST OT YCTAHOBNEHHOTO YPOBHS 3aIIHIIEHHOCTH HHPOPMALHOHHON CHCTEMEL.

2.5. VYcTaHOBNeHHE YpPOBHS 3alUINEHHOCTH (NIEPeCMOTP YPOBHs 3aIIHIIEHHOCTH)
HHQOPMALMOKHOH CHCTEMEI NEPCOHANBHEIX NAHHBIX MPOBOLMTCS JIMIIOM, OTBETCTBEHHEIM 32
opranusauui o6pabotkyx ITIH. '

2.6. Paspemennem Ha 06pabOTKY TEPCOHANBHBIX JAHHBIX HA 00BEKTE MH(QOPMAIIHOHHOH
CHCTEMBI SBJIAETCS MPHUKaA3 PYKOBOAHUTENS O BBOJE YKa3aHHOTO 0OBEKTa B IKCILTYaTALIHIO.

2.7. DBesomacHOCTh IMEPCOHANBHEIX JaHHBIX, 00pabaTeIBaSMBIX C MCIOJIB30BAHHEM
CPEACTB ABTOMATH3alMH, OCTHIAeTCs MyTEM HCKIOYEHHA HECAHKIHOHHPOBAHHOTO, B TOM
YHCJIe CY4afHOro JOCTyNna K NepcoHalbHbEIM JaHHEIM.

2.8. TlepcoHanbHble TaHHLIE MOTYT OBITh MPEAOCTABIIEHE! UL O3HAKOMIICHHS:

a) COTpYIHHKAM, JOMYyLIEHHEIM K 00paboTKe NepcoHanbHLIX JaHHEIX C HCIIONB30BaHHEM



CpENCTB aBTOMATH3aLlHH, B YacTH, Kacarollelicd HX JODKHOCTHEIX 00sA32HHOCTEH,;

6) MHBIM JIMIIAM, B COOTBETCTBHH C 3aKOHOAATeNLCTBOM PO,

2.9.. YnonHoMO4YEeHHBIMH COTPYINHHKaMH IpH 00paboTKe NEpCOHANbHBIX [AHHBIX B
MH(QOPMALMOHHBIX CHCTEMaX I[IEPCOHANBHBIX MaHHBIX JOKHA OplTh obecmedeHa ux
6e30MacHOCTE € IIOMOLIBK) CHCTEMBl 3aUIMTHl, BKJIOYAKOMIEH OpraHH3allMOHHBIE MEpEl H
CpelICTBa 3alIMTE HHGOPMAlHH, B TOM dHcle wHdpoBanbHele (KpUnTorpagHIecKHe) CpeacTea.

2.10. OGMeH TepcOHaNbHEIMH JaHHBIMH NpH uXx obpaboTke B MHPOPMALMOHHEIX
CHCTEMAX OCYINECTBISETCS [0 KaHajaM CBA3HM, 3allliTa KOTOPhIX obecnedmBacTcs IMyTeM
peanu3alliy OpraHH3allHOHHBIX MED H IYTeM MIPHMEHEHHA IPOIPaMMHBIX H TEXHHYECKHX
CpEacTB. ‘ )

2.11. Ioctyn nons3opateneif K NepcoHaJbHEIM JaHHBIM B HHPOPMALMOHHBIX CHCTEMaX
IIePCOHANBHBIX JNAHHEIX pas3pelaercs Mocie 00S34aTeNpHOr0 IPOXOXKAEHHS IPOLENYpHI
HACHTH(HKALKMHK 1 ay TeHTHDHKALMH. .

2.12, JInuamu, OTBETCTBEHHBIMH 32 obecredyeHHue 0e30MacHOCTH NepCOHANIBHEIX OaHHBIX
npu ux 06paboTke B HHQOPMALIHOHHEIX CHCTEMAaX, JODKHO OBITE 00ecneyeHo:

a) CBOeBpeMeHHOe 0OHapyxeHue (DAaKTOB HECAHKIMOHHPOBAHHOFO JAOCTYNa K
NepCOHANBHBIM JaHHEIM X HEMEIUIEHHOE NOBEACHHE 3TOH HHGOpMAaLHK 10 PyKOBOACTEA,

0) HemOmylIeHHE BO3AEHCTBHA Ha TEXHHUYECKHE CpPEACTBA aBTOMATH3HPOBaHHOMH
06paboTKy MEPCOHANBHEIX [aHHEIX, B Pe3yJbTATe KOTOPOI0 MOXET OBITh HapyLIEHO HX
(yHKIHOHHPOBaHHE;

B) BO3MOXHOCTR HE3aMEAIHTEJBHOTO BOCCTAHOBJCHHA IEPCOHANBHBEIX HaHHBIX,
MOAM(UIEPOBAHHEIX WM YHHYTOXEHHBIX BCJIEACTBHE HECAHKLIHOHMPOBAHHOTO IOCTYIIA K HUM;

I) MOCTOSHHBIA KOHTpOne 3a ofecneueHHeM YpPOBHS 3aLIUUIEHHOCTH IEPCOHANBHEIX
JIaHHBIX; 3 1
n) 3HaHWe H COOMIONEHHE YCIOBHH HCIIONB30BAHHS CPEICTB 3alUWThl HH(OpPMAlHH,
IpenyCMOTPEHHBIX SKCIUTyaTallHOHHOH H TeXHHYeCKOH NOKYMeHTauHeH;

€) YyueT IpUMEHSEeMBIX CpEeICTB 3alMThl HH(POPMALHH, SKCIUTyaTAllMOHHOH M
TEXHHYECKOH NOKYMEHTAMHU K HHM, HOCUTENEH IepCOHANBHEIX TaHHBIX;  *®

) IpH OOHApYXEHHH HapyUIEHHH MNOpsIKA NPEAOCTABICHHS NEPCOHANBHBIX NaHHEIX
HE3aMEeIJIMTENIbHOE IIPHOCTAHOBEHHE IPEAOCTABICH S IEPCOHANBHBIX OaHHEIX OTE30BaTENSIM
HHGOPMALIMOHHON CHCTEMEI IO BBISBIECHHS MIPHYHH HAPYIIEHHH U yCTPAHEHHS STHX [IPHYHH;

3) pasbHpaTeNbCTBO H COCTABIEHHE 3aKIIOYEHHH M0 (axTam HecoOMIOAEHHS YCIOBHH
XpaHEeHHS HOCHTeNel NepCOHaNbHBIX JaHHBIX, HCIONb30BAHHA CPEACTB 3alUTH HHbOpMALMH,
KOTOpBIE MOTYT MPUBECTH K HapYUICHHIO KOH(QHICHLHANTLHOCTH [EPCOHANBHBIX JAHHBIX HMITH
ApYTUM HapyLIEHHSM, NPHBOAINMM K CHIDKEHHIO YDOBHS 3alHINEHHOCTH IEPCOHANBHEIX
JAaHHEIX, pa3paboTKa U MPUHATHE MEp [10 IPEAOTBPAIIEHHIO BO3MOXHEIX OIACHBIX [IOCTEACTRBHH
110106HBIX HAPYLIEHHIH. ;

2.13. B cnyyae BEIBNEHHs HapyIUeHHH NMOpAAKa 06pabOTKH MEPCOHANBHEIX JAHHBIX B
unpopmanronuslx cuctemax OO0 «VYuebueiit uentp Ilepcrextupa-Camapa» MpHHHMAKOTCS
MEpEI 10 YCTAHOBJIECHHIO IPHYMH HapyIUEHUH U HX YCTpaHEHHIO.
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